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1. HamMmeHOBaHHe JUCIHHUIIINHLI

Yupasnenne nHOOpMaMOHHON 0€301acHOCTHIO

2. Ilepeuenn
NpOrpaMMbl € YKa3aHHeM HHAUKATOPOB HX JAOCTUKEHMHS,

IIAHUPYeEMbIX

pe3yJIbTaToB

0CBOCHHUHA

IVIAHUPYEMbIMH pPe3yJIbTaTAMH 00yUYeHUsl 10 JUCIUIINHE

JUISL COXpaHEHUS
HOPUPOIHOI cpelibl,
o0ecrnieueHus
YCTOMYUBOIO
pa3BuTHs 0011IECTBA,
BJIaJIETh OCHOBHBIMHU
METOJJaMH 3aIIUThI
OT BO3MOXHBIX
IIOCJIEICTBUN
aBapui, katacTpod,
CTUXUMHBIX
6encTBuii U
BOCHHBIX
KOH(JIUKTOB

Tabmuma 1
Kon HaumenoBanue Nuaukatopel 10CTHXXEHUS Pesynbrarel oOydeHus
KOMIIE- KOMITICTCHIUHI KOMIICTCHIUH (YMeHHUs ¥ 3HAHUSA),
TEHLINHU COOTHECEHHBIE C
WHJUKATOpaMH JOCTUXKEHUS
KOMITETEHILINU
YK-7 CnocoOHOCTh 1.BoisiBnsier u  ycrpasser | 3HaTh OCHOBHBIE TPEOOBaHUS
co3/1aBaTh U npoOJieMbl, CBSI3aHHBIE C | K TEXHUKE O0€30MaCHOCTH Ha
MO/IEPKUBATH HapyLICHUSIMU TEXHHUKHU | paboueM mMecTe, Oe30macHbIM
0Oe30I1acHbIe 0e30MmacHOCTH Ha paboyeM | YCIOBHSM TPy[a.
YCIIOBHS MECTe, obOecricunBas | YMeTh BBISABIIATE U
KUZHEJEATEIILHOCTH | O€30MacHbIe YCIOBUS TPYAA. | YCTPAHATh MPOOIEMBI,

CBSI3aHHBIC C HAPYLLIECHUAMHU
TEXHHUKH 0€30MaCHOCTH Ha
pabouem Mecte, obecrieunBas
0e30macHbIe YCIOBHUS TPy1a

2. OcymecTBiser
BBITIOJIHEHUE MEPONPHUSATHIHA
[0 3aIIUTe HaceJIeHHUs M
TEPPUTOPUI B
Ype3BbIUAHBIX CUTYaLUAX U
BOCHHBIX KOH(IMKTAX.

3HATB OCHOBHBIE
MEPOIPUATHS 110 3aLIUTE
HACEJICHUS U TEPPUTOPHIL B
Ype3BbIYAIHBIX CUTYAIUSIX U
BOCHHBIX KOH(IMKTAX.
¥Ymers npoBOIUTH
MEPOIPUATHS 110 3aLIUTE
HAacCeJIeHUs U TEPPUTOPUIL B
Ype3BbIYAHBIX CUTYalUsIX U
BOCHHBIX KOH(IMKTAX.

3. Haxoaut mytu penieHus
CUTyalllil, CBSI3aHHBIX C
0E30ITaCHOCTHIO

JKU3HENIEATEIIFHOCTH IO
JUTSL COXpaHEHUsI TPUPOTHOM

Cpensl, oOecrieueHus
YCTONYHMBOTO pa3BUTHUS
oOmiecTBa.

3HaTh OCHOBHEIC
pOoOJIEMHBIE CUTYAlINUH,
CBSI3aHHBIE ¢ 0€30I1aCHOCTHIO
KHU3HEICATCILHOCTH JIIOACH,
COXpaHEHUEM MPUPOTHOMN
cpenbl, o0ecreueHueM
YCTOMYHMBOTO Pa3BUTHUS
oOmiecTBa.

YMeTh HaXOUTh ITYyTH
penieHus CuTyarui,
CBSI3aHHBIX C 0€30MMaCHOCTBIO
JKU3HEIEATSIFHOCTH JIOIeH
JUIS COXpaHEeHHsI PUPOTHOMN

o0pa3oBareJbHOM
COOTHECEHHBIX ¢




cpenbl, o0ecneueHus
YCTOWYHUBOTO Pa3BUTHSI
o0riecTna.

4 JleiictByet B
SKCTPEMAJIbHBIX u
Ype3BhIYAIHBIX CUTYALIHX,

3HaTh OCHOBHEIE CIIOCOOBI
BBDKHWBAaHHUS B
OKCTPEMAJIbHBIX U

OpUMEHSST Ha  TMPAKTHKE | Ype3BBIYAWHBIX CUTYaLUAX.

OCHOBHBIE CIIocoObl | YMeTh IPUMEHSTh Ha

BBDKHUBaHUS MPAKTUKE OCHOBHBIE CITOCOOBI
BBDKHBAHUSL.

INKH-12 | CriocobHOCTH 1. [TpoBoaut  aHanu3 | 3HaTh CIIOCOOBI aHATH3A
PUMEHSTh pPBIHKA  BBIYMCIUTEIHHOTO | PHIHKA BEIYUCIUTEIEHOTO
BBIYUCITUTEILHOE o0opynoBaHus, cucTteM | 000pyIOBaHUS, CUCTEM
obopyoBaHue, XpaHeHHs JTAHHBIX U | XpaHEeHUS JaHHBIX U
CHCTEMBI XpaHeHHUs | HHPPACTPYKTYPHBIX MHPPACTPYKTYPHBIX PELIICHUN
JAHHBIX U peuieHuit [IEHTPOB | LIEHTPOB 00pabOTKU JIaHHBIX.
UHPPACTPYKTYpHBIE | 00pabOTKH JaHHBIX. YMeTb TPOBOJUTH AaHAIH3
peLIeHUs LIEHTPOB pBIHKA BBIYHCIIUTEIILHOTO
00pabOTKM JAHHBIX o0opynoBaHus, CUCTEM

XpaHEHHS JTAHHBIX u

MHPPACTPYKTYPHBIX PEIICHHHA
IIEHTPOB 00OPaOOTKH JTAHHBIX.

2. KoncynpTupyer mno
UCIIOJIb30BAHUIO
BBIYUCIIUTELHOTO
o0opynoBaHus, CUCTEM
XpaHEHHS JTAHHBIX "
UHOPACTPYKTYPHBIX
penieHuin LIEHTPOB

00pabOTKH JaHHBIX.

3HATBh OCHOBHBIE BApUAHTHI
UCTIOJIb30BaHUS
BBIYHCITUTEIILHOTO
000pynOBaHUs, CHCTEM
XpaHCHHUS JaHHBIX
UHPPACTPYKTYPHBIX PEHICHUN
LIEHTPOB 00PaOOTKH TaHHBIX.
YMmerhb hopMyTUpOBaTh
NPETIOKEHUS 110
UCIIOJIb30BAHUIO
BBIYHCITUTEIILHOTO
00OopynOBaHUE, CUCTEM
XpaHCHHUS JaHHBIX U
UHPPACTPYKTYPHBIX PELICHUN
IIEHTPOB 00PaOOTKH JTAHHBIX.

3. MecTo IMCHMILTHHBI B CTPYKTYpPe 00pa3oBaTeibHO MPOrpaMMbl

HucuuminHa «YmpapiieHue HHGOPMAIMOHHON O€30MaCHOCTHIO» OTHOCUTCS K

o01ienpoQeccuoHaNbHOMY LUKITY.




4, O0beM TUCHUIIMHBI(MOAYJIs1) B 32a4€THBIX eIMHUIIAX U B aKaJleMUYECKHX Yacax
¢ BblAeJIeHHeM 00beMa ayIMTOPHON (JIeKIUH, CEMHUHAPBI) U CAMOCTOATEJIbHOM
padoThI 00y4AKOIIMXCS

Ta0mura 2

Bcero Cemectp 2
Bua yuyeOHo# padboThl 10 JUCUMILIHMHE (B 3.e 1 Yacax) (B yacax)
OO01ast TPy10€eMKOCTh M CHUTITHHBI 33.e./108 108
Konmaxmnuas paboma-Ayoumopnoie 3auamus 50 50
Jlexyuu 16 16
Cemunapul, npaxmuyeckue 3aHsAmus 34 34
Camocmoamenvnas paboma 58 58
Bun tekyiero KoHTpoIs KonrponbHas pabora | KoHTposbHas pabora
Bun npomexxyTouHOM aTTecTanuu 3auer 3auer

5. Copep:xxkaHue IUCUMILUIMHBI, CTPYKTYPMPOBAaHHOe MO TeMaM (pa3jaesiam)
AUCHUILVIMHBI ¢ YKa3aHHeM HX 00beMOB (B aKajeMHMYeCKHMX 4Yacax) U BH/IOB
Y4eOHBbIX 3aHATHI
5.1. Conep:xkanue TUCHUNTIHHBI

Paznen 1. O6uiue Bonpocs! yrpasienus b opranuzamuu

OcHoBHBIC TIOHATHS, CBsi3aHHBIC ¢ yripaBieHueM Ub [lonstus: nadpopmanmronHas
O0e3omacHOCTh, HWH(pOpManMOHHAas  Oe30macHOCTh  00bekTa  MH(GOpPMaTH3aLMY,
6e3omacHoCTh MHGOPMAINH, 0€30MACHOCTh HH(DOPMAITMOHHON TEXHOJIOTUU U UX POJIh
B mpoueccax ynpasieHuss Mb. Yrposa (6e3onmacHoctu uHbopmaiuu), ysa3BUMOCTb
(oowvekta 3amuthbl), puck HWb. CymmuHocts ympaBnenuss Wb opranumszanuu
Heobxoaumocts ynpasnenus oobecnieuenueMm b opranumzanuu. [IponeccHslii moaxona K
ynpasiennto Mb. Cucremusiii monxon k ynpasiennto Ub. Ynpasnenue odecnieuerHrem
Ub opranmszaunm kak npouecc. [uxkimueckas monenb PDCA npuMeHUTENBHO K
ynpasienuto Mb. Ponb cranmaproB B ymnpaBienuun Mb. OcCHOBHbIE OpraHu3aiuu,
M3JAI0IIKNE CTAaHAAPTHI 10 BorpocaM yrpasiieHus b, MexayHapoaHas opraHu3amnus
no cranpaptuzanuu (MCO, ISO). MexnyHapoaHasi 3JI€KTPOTEXHUUECKAss KOMHUCCHS
(MBK, IEC). HartnonanbsHble Oprassl 1o cTangapTusanuu: deaepaibHOE areHTCTBO T10
TEXHUYECKOMY PEryIupoBaHuio u merpoisioruu (Poccranaapt), bputaHckuii HHCTUTYT
crangaptoB (BSI), HarmonanbHeiit mHCTUTYT cTanaapToB u texnonorui CIIA (NIST),
denepaabHOE BEIOMCTBO MO 0€30MaCHOCTH HMH(POPMAIUOHHBIX TexHojorui (BSI,
I'epmanus). O6ume cBenenust o crangaprax CIIIA, BenukoOputanuu u ['epmanuu,
Kacaromuxca BoIpocoB ynpasieHus Wb. Kommekc cTaHmapToB W peKOMEHIAlU



banka Poccuu no ynpasnenuto Ub. Ob1iue TpedoBanus k cucreMam MmeHempxkmenTa Ub.
Hopmbl n npaBwina menemxmenta Wb, Llenmn u mepsl ynpasnenus. Opranuzanus
oOecrieueHust uHGopMamoHHOU 6e3onacHoCcTH. O01acTH KOHTPOIISL. MexayHapoaHbIe
cTaHAapThl no oomuM Boripocam yrnpasienus Ub (ISO 27001, ISO 27002, ISO 27003)
Y TApPMOHU3UPOBAHHBIE C HUMU POCCUICKHE HAIITMOHAJIBbHBIE CTAHIAPTHI.

Pa3znen 2. CnenuansHbie Borpocs! ynpasienus b opranuzanuun

VYnpasnenue nHHOpMAIIMOHHON 0€30MacCHOCThIO (PMHAHCOBBIX OpraHu3aIuil.

TpeboBanust u pekomenmanuu banka Poccun u apyrux perymsitopoB B cdepe
ynpasinenuss b ¢unancoBbix opranumzanuii. Kommiekc CTO BP UBBC. I'OCT P
57580.1-2017 «be3omacHOCT, (WHAHCOBBIX (0AHKOBCKHX) ONEpamuii. 3anura
uHpopMaluu (UHAHCOBBIX oOpraHuzanuil. ba3oBwlil cocTaB OpraHU3allMOHHBIX U
TEXHUYECKUX Mep» u Bompochl ero wucnonb3oBanus. ['OCT P 57580.3-2022
«be3onacHOCT  (UHAHCOBBIX (OAHKOBCKMX) oOmepanuil. YNpaBlIeHUE PUCKOM
peanu3anuy HHPOPMALMOHHBIX YIPO3 U 00eCreYeHre ONEePALMOHHON HAIEKHOCTH» U
Borpockl ero ucnoibzoBanus. OCT P 57580.3-2022 «be3zonacHocTh (hMHAHCOBBIX
(6ankoBckux) onepanuid. ObecreueHue oneparmoHHON Ha/le:)KHOCTU. ba3oBbIil cocTaB
OpraHU3allMOHHBIX U TEXHUYECKUX Mep». Borpocsl b mHAycTpun IIaTeXHbIX Kapr.
I'OCT P MCO/M3BK 15408 u «lIpodunp 3ammrbl NPUKIAAHOTO MHPOrPAMMHOIO
o0ecrieueHrs aBTOMaTU3UPOBAHHBIX CUCTEM U MPHJIOKEHUN KPEIUTHBIX OpraHu3alui
Y HEKPEIUTHBIX (PMHAHCOBBIX OpPraHU3aIfil».

OtnenpHble HanpaBiieHus ynpasieHus Ub.

MeHepKMEeHT prucka MHPOPMALIMOHHON Oe3omacHOCTU. MojaenupoBaHue yrpos.
MenemkMeHT  MHIUACHTOB — HHGOpMalMoOHHON  Oe3zomacHocTH.  ObecnedeHue
HEMpPEPHIBHOCTU  JEATENBbHOCTM M BOCCTAaHOBJIGHHS  MOCIE€  MPEPbIBAHUM.
becnepeboitHocts.  OOecneuenne Wb Ha  cTagmsax  JKU3HEHHOTO  ITMKIJIA
aBTOMATU3UPOBAHHBIX CUCTEM.

Paznen 3. Peannzanus cucremsl ynpasieHust Ub opranuzanuu.

[TmanupoBanue B ynpasienuu b

Omnpenenenre NPUOPUTETOB OPraHU3ALMU JIJIST Pa3pabOTKU CUCTEMbI YIIPABICHUS
Ub opranuzamuu. Onpenenenue o00JacT JEUCTBUS cUCTeMbl yrpaBienus Wb
OpraHU3alyH. Onpenenenue 3aIIAIIAEMBIX AKTHBOB MH(OPMaLIMOHHON
UH(PACTPYKTYphl OpraHu3aluu, ux kiaccuduxanus. Pa3paboTka MOJIUTUKU CUCTEMbI
ynpasieHuss Ub opranmzanum Ha OCHOBE XapaKTEpUCTHK OW3Heca, OpraHu3alluu, ee
pa3MelleHns, akTUBOB W TexHoJioruil. OmpezienieHHe MOAX0Ja K OIEHKE pHUCKa B
opraHu3anyyd. AHaJIW3 W OLEHKa pHUCKOB. OrmpeneneHne M OLEHKa pas3InYHbIX



BapUaHTOB 00pabOTKM pUCKOB. BriOOp I1ieneld u mep ympaBieHUs s 00pabOTKu
PHUCKOB.

Buenpenue cuctemMsl ynpanieHUs: HHHOPMAIIMOHHON 6€3011aCHOCThIO

Pa3zpaboTka mana o6padboTku puckoB. Peanmzarus miana 00pabOTKUA PUCKOB IS
JOCTUKEHHSI HAMEUYEHHBIX LeJed yhnpaBieHusa. BHeapeHue wMep yhpaBieHUS,
BBIOpDAaHHbIE HA CTaJWM IUIAHUPOBAHMS, JJISI JOCTHXKEHHS UENEell yHpaBIICHHS.
Omnpenenenue crnoco0a U3MEpPEHUs PE3YJIbTATUBHOCTH BBIOPAHHBIX MEpP YIpaBiICHUS
WM UX TPYNI M HCIOJb30BAaHUs JTUX WU3MEPEHUM U OLEHKU PE3yJbTaTUBHOCTH
ynpasienus. Peanuzanus nporpaMMbl 0 0Oy4YEHHUIO M TMOBBIIICHUIO KBaIU(PUKALIUN
COTPYIHHUKOB. YmpaBieHue paboToil cuctemoil ymnpasienus Wb opranuzanuu.
VYipasienue pecypcamu cucremsl ynpasineHus Wb opranuszauuu. Brenpenue
NpoLENyp W JAPYTUX MEpP YIPABICHHS, OOECHEeUMBAIOIUX OBICTpOE OOHApyXEHUe
coObITuii b u pearupoBanue Ha UHIUACHTHI, cBsi3aHHbIEe ¢ Ub.

Anainm3 cucremsl ynpasiienust Ub opranuzanum.

BeinonHenue mpoueaypsl MOHUTOpUHIra U aHanu3a. [IpoBeneHue peryispHOro
aHajnu3a pe3yJbTaTUBHOCTU CUCTeMbl yrpasieHus Wb opranmmzanmm. M3mepenwue
PE3yJIbTAaTUBHOCTH MEp YIpaBJICHUs AJi1 MPOBEPKU COOTBETCTBUS TpeboBanusm Ub.
[leproguyecknii IMEPEeCMOTP OLEHKM PHUCKOB, AHAIA3 OCTAaTOYHBIX PHUCKOB H
YCTAHOBJICHHBIX IIPUEMJIEMBIX YPOBHEU PUCKOB C YYETOM IIPOUCXOIAIINX U3MEHEHUM.
[IpoBeneHne BHYTPEHHHX aylIWTOB cuUCTeMbl ympasieHuss Wb opranmzannu.
IIpoBeneHne pPYKOBOACTBOM OpraHU3allMM aHaiu3a cuctemel ynpasiaeHus Wb
OpraHM3alvy Uil €€ OLCHKW W ONPENEIICHHS HalpaBJICHUW COBEPLICHCTBOBAHUS.
Oo6HoBneHue 1aHoB obecneuenus b ¢ yaeToM pe3ynpTaToB aHanM3a ¥ MOHUTOPHHTA.

CoBepiieHcTBOBaHHE cUCTEMBI yripaBieHus b opranmsanumn.

BrisiBiIeHME BO3MOXKHOCTEN yydllleHUsI cucTeMbl yipasieHus b oprannszanumu.
BolnonHeHre HEOOXOAMMBIX KOPPEKTUPYIOIIUX M MNPEAyNpexAatoluX IeHCTBUM.
[lepenaua mnoapoOHON wuHOOpPMAIUU O JEHCTBUAX M0 YIYUIICHHIO CHCTEMBbI
ynpasinenuss b opraHuzanuM BceM 3aMHTEPECOBAHHBIM CTOpoHaM. ObecrnedeHue
BHEJIPEHUS YJIYYILIEHH cucTteMbl ynpasiieHus Wb opranuzammu i JOCTHKEHUS
3aIJIAHUPOBAHHBIX LIEJIEH.

Paznen 4. BHyTpeHHHE HOpPMATHBHBIE JOKYMEHTHI 1o Yyrpasienuto Wb
OpraHu3aluu.

JloKkyMeHTalmoHHOe o0ecrnieueHue YIPaBIICHUS UH(OPMaLMOHHON
0€30MacHOCTbIO OPraHU3aLIUH.



3aaun W Ha3HAYCHHE JIOKYMEHTAIIMOHHOTO OOECHEeYeHHs  yNpaBJICHUS
nHOOPMAITMOHHONW  0E€30TMacHOCThI0  OpraHm3anuu.  Mepapxus  BHYTpPEHHHUX
HOPMATHUBHBIX JOKYMEHTOB IO YINpPaBICHUIO HHGOPMAIIMOHHON 0€301MaCHOCTHIO
opranu3auud. TpebOoBaHUS K OpraHu3alMd JOKYMEHTALMOHHOIO O0ecnedYeHus
yhpaBiieHHUs] THPOPMAIIMOHHON 0€30MaCHOCThIO OpraHU3alUH.

[Tomutrka wHbOpMaMOHHON Oe3omacHocTH opraHu3anuu. Ponb momutuku Ub
KaK OCHOBHOIO BHYTpeHHero HopMaruBHoro nokymenta no HWMb. Copepxxanue
nomutuku Ub. JKusnennsiii nuki nosutuku b

Jpyrue nokymeHTsl o ynpasienuto 1b.

Yactueie mnonutukun Wb, ux Ha3zHaueHne u cocrtaB. Ilpumepsl obGnacteit
obecrieuenusi b, ynpapiseMble 4YaCTHBIMU MOJUTHKaMU J[OKYMEHTHI, cojiepKaliue
nosnoxkenus: Wb, npumensemble Kk mnpoueaypam obOecneuenuss Wb. JokymeHTHI,
coJieprKalllue CBUIETEIHLCTBA BBHITIOJIHEHHOMN JesATeNbHOCTH 110 obecnieueHuto Ub.

5.2. Y4yeOHO-TEMATHYECKUM IJIAH
Tabmuma 3

TpyaoeMKoOCTb B 4acax

Ne HaumenoBanue
Konrakthasi pagora* -
wn pasielon Beero AyauTopHas padora
TUCIUIIIHHBI

@opMblI TeKYLIET0
KOHTPOJISl yCIIeBaeMOCTH

X
]
=
=
g g
= 9
. ° S g
: iz, |2°®
= = =
2 § g § = §
& Z S8 |©
< Q ; = g
g = 8 z 3
S 9
O01re Bompockl Jlokma i, Ipe3eHTaIuu
yrpasienus: Ub 25 12 4 8 13 | ¥ AUCKycCcuu
OpraHHu3aIu
CnenunanbHble BOIPOCHI Joxianpl, mpe3eHTanuu
ynpasienus b 26 12 4 8 14 | u guckyccun
OpraHu3aIu




Jloxiaipl, npe3eHTauuu
Peanuzarus cucreMbl U IUCKYCCUU
3. | ynpasnenus UB 30 14 4 10 16
OpraHu3aIyu.
Bnyrpennue Joxiaipl, npe3eHTauuu
HOpPMAaTUBHBIE U JUCKYCCUU
4. | JOKYMEHTBI 110 27 12 4 8 15
ynpasienuto b
OpraHu3aly.
B nenom no 108 50 16 34 58 CornacHo yueOHOMY
JTUCIUTIINHE wiany. Kontponphas
pabora
Htoro B % 46 32 68 54

*OO0beM KOHTAKTHOM pabOThl B OYHO-3a04YHOI/3a04HON (opmax OOydeHHs U

HWHAWUBUYaJIbHBIX y‘IG6HBIX Iragax OoHnpeaciACTCA COOTBCTCTBYIOIMMUA y‘—IC6HBIMI/I

IIJTaHaMM.

Tewmsl,

pCalin3ycMbBIC B BHIC KOHTaKTHOM pa6OTI>I,

OIIPCACIIAIOTCA

MpernogaBaTcjicM CaMOCTOATCIbHO, UCXOAd U3 YPOBHA UX CIO0KHOCTH.

5.3. Conep:kaHue CeMMHAPOB, MPAKTHYECKUX 3aHATHH

Tab6auia 4

HaumenoBanue
pa3jaeJioB
JTUCIHHUILIMHBI

Ilepeyennb BOonpocoB /11s1 00Cy KAeHHUS Ha
ceMHHapax, NPaAaKTHYEeCKUX 3aHATHAX,
peKoMeHyeMble HCTOYHMKH U3 pa3aesios 8,9
(yxka3biBaeTcsi pa3jies U NOPAJAKOBbII HOMep
HCTOYHHUKA)

DopMbl IPOBEICHUA
3aHATHH

O06111e Bonpochl
ynpasienus b

Ponb crangapros B ynpasienun Ub. OcHoBHBIE
OpraHu3alyy, U34Ar0LIKUe CTAHAAPTHI 10 BOIIPOCAM
ynpasnenus Mb. Kommeke ctannaptos u

pexoMmeHnnannii banka Poccnn o ynpasnenunro Ub.

OO6mue TpeboBaHUs K CUCTEMaM MEHEI)KMEHTA

['pynnoBsie nuckyccun
MPE3EeHTAINSI OCHOBHBIX
MIOJIXOJI0B.

VYyeOHoe 3amanue:

OpraHu3aIuu CpaBHEHHE MOIXO0B K
Ub. ynpasnenuto Ub B ISO,
HcTounuku: Poccun, CIITA u
8.1-8.22: 9.1-9.23 I'epmanum.
VYnpasienne HHPOPMAITMOHHON 6€30MaCHOCTHIO I'pynmoBbie TUCKyCCUU
(uHaHCOBBIX opraHu3auuii. TpeboBaHus u HPE3CHTAINA OCHOBHBIX
pexomennanuu banka Poccun u 1pyrux TOAXON0B.

CnenuanbHble

BOITPOCHI YTIPABIICHUS
Wb opranuszannn

perynaropoB B chepe ynpasinenus b
¢unancosbix opranuzanuii. Kommiaexke CTO u PC
BP UBBC. I'OCT P 57580.1 u 57580.2. Bonipocs!
Wb naaycTpun miuaTexHbIX KapT. OTaeNbHbIE
HanpasieHus: MmenepkMenTa Ub. Obecnieuenue

Y4yeOHoe 3a1aHue:
HccnenoBanme METOTUKH
I'OCT P 57580.2
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HETPEPHIBHOCTHU JEATEIbHOCTH U BOCCTAHOBJICHUS
MOCJIe MPepPhIBAaHUM.

WUcrtounukwu:

8.1-8.22; 9.1-9.23

Peanuzanus cuctemMsl

IInanupoBanue B ynpasienuu 1b. Buenpenue
cucteMsl yrpasienus Ub. Ananus cuctembl
ynpasieHus 11b. CoBeplieHCTBOBaHNE CUCTEMBbI

IPYIIIOBBIE TUCKYCCUU
IIPE3E€HTAalis] OCHOBHBIX
MOAXO0/I0B.

YHPpaBJICHHA b ynpasienus b opranuszanuu.

OpraHH3alyHy. _ VYuebHoe 3aaHue:
Herosmm: HccenenoBanue METONUKU
8.1-8.22; 9.1-9.23 OLICHKH MOJIEITH yTPO3
Hepapxus BHyTpPEHHUX HOPMATUBHBIX JOKYMEHTOB | TPYIIIOBBbIE JUCKYCCHH
10 YIIPaBJICHUIO HH(POPMAITHOHHON IIPE3EHTALNS OCHOBHBIX

BHyTpeHHue 6e30macHOCThIO. TpeboBaHuUs K OpraHu3aluu MIOIXOJI0B.

HOPMAaTUBHBIE JOKYMEHTAIIHOHHOTO 00ECTICYeHHS yIIPaBICHUS

JIOKYMEHTBI 1o | nHpopMaloHHOM 0e3omacHocThIO. [lonuTuka VYuebHoe 3a1aHue:

YIIPaBICHUIO Wb | nabOopMaIMOHHOH 6€30MaCHOCTH OpraHU3alUH. IIpumep cocraBiieHus

OpraHu3alyHy. Hpyrue nokyMeHTsI 1o ynpasieHuto Ub. YAaCTHBIX MTOJINTUK

Uctounuku:

8.1-8.22; 9.1-9.23

6. [lepeuyeHb y4eOHO-MeTOAUYECKOT0 O0ecTieYeHU 1JIs1 CAMOCTOSITE/IbHOI padoThl
00y4aromuXxcs Mo TUCHUILTHHE

6.1. IlepeyeHb BONMPOCOB, OTBOAUMBIX HAa CAMOCTOSITEJIbHOE OCBOEHHE
AUCUMILUIAHBI, (OPMBI BHEAYAUTOPHOI CAMOCTOSATEILHO padoThI
Tabmuua 5
HaumenoBanue Ilepeyens Bonpocos, .
DopMbI BHEAYAUTOPHOM
TeM (pa3aesoB) OTBOAMMBIX HA .
CaMOCTOSITeILHOH padoThI
AUCHHUILIMHBI CaMOCTOSITEIbHOE OCBOCHHE
CranpapTel cuctem - paboTa ¢ yueOHOM, Hay4YHOU U
MEHEIKMEHTA Ka4eCTBA B CIIPaBOYHOU JIUTEPATYPOIl;
Ob6mue BOIIPOCHI A P PATypOH;
ynpasienuu b - KOHCIIEKT;
yIIpaBICHUS Nb .
- IOATOTOBKA COOOIIEHUH 10 TEME;
OpraHu3aIu .
- IOATOTOBKA MPE3EHTALUH 110 TEME;
- BBIIIOJIHEHUE YUEOHOT0 3aaHMsI
[Monoxenust TOCT P 57580.1 | - paGota ¢ yueOHOM, Hay4YHOU U
B ToKkyMeHTax banka Poccuu. | cripaBOYHOM TUTEpaTypOid;
MeHeKMEHT UHIIUIEHTOB - KOHCIIEKT;
CnennaibHbie .
BOMDOCKL Ub. - IOATOTOBKA COOOIIEHUH 0 TEME;
P Obecneuenue - IOATOTOBKA MPE3EHTALUH 110 TEME;
YIIPABJICHUS b
HEIMPEPHIBHOCTU - BBINIOJIHEHUE Y4eOHOT0 3aJaHus
OpraHu3aIu
JEATENIBHOCTH U
BOCCTAHOBJIEHUS MOCJIE
IIpEPBIBAHUM.
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HaunmenoBanue Ilepeyens Bonpocos, .
®opMbI BHEAyIMTOPHOM
TeM (pa3aesioB) OTBOJIUMBIX HA .«
CaMOCTOSITEJIbHOM PadoThI
JAUCHHUILIMHBI CaMOCTOSITeIbHOE OCBOCHHUE
Onpenenenue noaxona K - pabota ¢ yueOHOH, Hay4YHOU U
OLICHKE PUCKa B CIIPaBOYHOM JIUTEPATYPOM;
OpraHu3alyHu. - KOHCIIEKT;
Peammsamus VYnpasieHue pecypcaMu - IOJIFOTOBKA COOOILIEHUH TI0 TEME;
CHCTEMEL cucreMsl ynpasienus b - IOJArOTOBKA MPE3EHTAUM 110 TEME;
OpraHH3alMH. - BBIIIOJIHEHUE Y4eOHOTr0 3a/laHus
ynpasienus b p H yi a
N3zmepenue
OpraHu3aluu

pE3YyJIbTaTUBHOCTH MEP
yIIpaBJIEHUs JUIsl IPOBEPKU
COOTBETCTBUS TPEOOBAHUAM

Ub.
BHVIDCHHME Yacrtubie nonutuku b, nux - paboTta ¢ yueOHOIi, HayYHO U
yIb Ha3HAYEHUE U COCTAB. CIIPaBOYHOM JIUTEPATYPOU;
HOpPMaTHBHBIE

- KOHCIIEKT;
- IIOJITOTOBKA COOOIIEHUH 110 TEME;

- IOJTOTOBKA MPE3EHTAIUH 110 TeME;
- BBITIOJTHEHUE Y4eOHOT0 3ajaHus

JIOKYMEHTHI 110
ynpasienuto b
OpraHu3anuu

6.2. IlepeyeHb BONPOCOB, 3aJaHUI, TeM JIJIsl MOJATOTOBKH K TeKYIlleMY KOHTPOJIIO

Ilpumepnbotii nepeuenv mem KOHMPOALHLIX PAOOM
1. Buasl uadopmanuu, nojyiexarieit 3aimure B PO.

2. Ouenka cootBetcTBHs TpeboBanusiMm b B KDO.

3. [Ipoduam 3anTUTHI.

4. Tlpodunp 3aIIMTHI MIPUKJIATHOTO IIPOTPAMMHOTO obecreueHus
aBTOMATU3UPOBAHHBIX CHUCTEM H TMPWIOKEHUH KPEIUTHBIX OpraHu3alui U
HEKPEIUTHBIX (PMHAHCOBBIX OpraHU3aNi

5. KnroueBbie TpeboBanusi K 3ammre WHGOPMAIMK TPU  OCYIIECTBICHUH
MIEPEBOJIOB JIEHE)KHBIX CPEJICTB.

6. MeToauKka OIIEHKH MOJETH YIPO3 U €€ MPUMEHEHHE.

7. Kimouessie cyobexTsl HIIC.

Ilpumepnbwiii nepeuens 60npocoes 0ia OUCKyccuil
1. HauuonanbHas mjaTexHas CUCTEMa, €€ YUaCTHUKHU U TpeOOBaHUS K

obecneuenuro Ub .
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MenemxkmenT nanuaeaTos Ub.
YrpasneHue B ”HGPACTPYKTYPE OTKPBITHIX KITIOUYEH.
MorreHHIYECKHE OTiepaIuy B KpeauTHO-(PruHAHCOBOM cdepe.

Aynut b

o B~ W

Ilpumepmnotii nepeuenv mem 00K1A006 C NPE3EHMAUUAMU
1. MexayHaponiHble W HAlMOHAJIBHBIE  POCCHICKHME  CTaHAAPTHI IO

nH(pOopMaIIMOHHOM 6€301aCHOCTH.

2. MexayHapoaHble U HAIlMOHAIbHBIE POCCUUCKHUE CTaHAAPTHI MO YIPABICHUIO
nH(pOpPMAITMOHHOM 0€30MaCHOCTHIO.

3. PerynupoBanue b Mex1yHapOIHBIX KAPTOUHBIX IUIATEKHBIX CUCTEM.

4. TpeboBanus k ooecnieuennto b B PO.

5. TpeboBanus k odbecneuenuro b B prunancoBsix opranuzanusx PO.

Kpurepun OauibHONM OLIEHKM pa3IMYHBIX (OPM TEKYIIEro KOHTPOJIA
YCIIEBAEMOCTH COJEPKATCA B COOTBETCTBYIOIIMX METOIUYECKUX PEKOMEHAALMAX

kadeapsl UHGOPMAIMOHHON OE30MaCHOCTH.

7. MOH OLEHOYHBIX CPEeACTB /sl NMPOBEACHHUs] MPOMEKYTOUYHOI aTTecTaluu
00y4arIMXCcs M0 JUCUMUIITIMHE
[lepedens mIaHUPYEMbIX PE3YIHTATOB OCBOCHUSI 00pPa30BaTEIHLHOM MPOTrPaMMBI

(mepeyeHb KOMIIETEHLIUI) C YKa3aHUEM MHJIUKATOPOB UX JOCTHXKEHHS U MIIAHUPYEMBIX
pe3ynbTaToB OOYy4YeHUs 1O JUCHUIUIMHE CoJepkuTcs B pasnene «2. IlepedeHb
IUIAaHUPYEMBIX PE3yJIbTaTOB OCBOCHMSI 00pa3oBaTeIbHOM mporpaMmbl (TiepeueHb
KOMIIETEHLIUM) C YyKa3aHUEM HWHIUKATOPOB MX JOCTIXKEHHS U IUIAHUPYEMBIX

PE3YyJIbTATOB O6y‘—ICHI/I$I 10 JUCHUIIIINHE)).

Ta0mura 6
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HanmenoBanue HanmeHnoBanue Pesynbratel 00yuenust | Tunossie
KOMIIETCHITUH WHJIUKAaTOPOB (YyMeHHS ¥ 3HAHUSA), KOHTPOJIbHbBIE
JIOCTHIKCHUS COOTHECEHHBIC U 3aJIaHus
KOMIICTCHITUH WHJIUKaTOpaMu
JIOCTHKCHHS
KOMIETEHIINH
YK-7 Nunukatop 1. 3HATH OCHOBHEIE CocTaBUTh IJIaH

CnoocoOHOCTE CO3/1aBaTh 1

MO/ICP)KUBATh
0e30macHbIC YCIOBUS

KU3ZHEIESATSIIbHOCTH JJIs
COXpPaHEHHUS MPUPOIHOI

cpenbl, o0ecneYeHus
YCTONYMBOIO Pa3BUTHUS
o011ecTBa, BIIAJETh
OCHOBHBIMH METOJaMU
3aIUTHI OT BO3MOYKHBIX
MOCJIEICTBUM aBapui,
KaracTpod, CTUXUHHBIX
OCACTBHI M BOCHHBIX
KOH(IJINKTOB

BrisBaser "
YCTpaHsIET TMPOOJIEMBI,
CBsI3aHHBIE c
HAPYIICHUSIMHA
TEXHUKU
0e301IacHOCTH Ha
pabouem MecrTe,
obecneunBas

Oe3omacHble  yCIOBUS
TpyZaa.

TpeOOBaHUS K
TEXHHUKE
0€301acHOCTH Ha
pabodem mecre,
0e30macHbIM
YCIIOBUSIM TPY/Ia.
YMeThb BBISIBISTH U
YCTPaHSTh MPOOJIEMBI,
CBSI3aHHBIE C
HapYIICHUSMUA
TEXHUKHU
0€30macHOCTH Ha
pabouem mecTe,

KOHTPOJISI
COOIrOIeHUSA
TEXHUKHU

0€e30I1aCHOCTH Ha

paboueM MecTe

oOecnieunBas

0e301acHbIe YCIOBUS

TpyJa
WNuaukarop 2. 3HATH OCHOBHEIE CoctaBUTh  TPOEKT
OcymecTBisieT MEPOIPUSTHS 110 MEPOIPUITHN 10
BBIIIOJIHCHHE 3allUTE HACETICHUSI U | IEWCTBUAM B
MEPOINIPUATHN 110 | TEPPUTOPUIL B YpE3BBIYANHBIX
3alIUTE HACEJECHMsI M | YPE3BBIYAIHBIX CUTYaLUAX
TeppUTOpUi B | CUTYyallUsX U BOCHHBIX
Ype3BbIYaHbIX KOH(JIMKTaX.
CUTYallUsIX U BOCHHBIX | YMeTh IPOBOAUTH
KOH(JINKTaX. MEPOIPUSTHS 110

3alllUTE HACEIEHUS U

TEPPUTOPUH B

YpE3BBIYANHBIX

CUTYalLUsAX U BOEHHBIX

KOH(JIMKTaX.
Wunukarop 3. 3HATBh OCHOBHBIE CocTaBuTh IIJ1aH
Haxogut IOyTH | IpoOJIeMHBIE IPOBEJCHUS
pellieHusT CHUTYyallHil, | CUTyalluH, CBI3aHHbIE | TPEHUPOBOK o
CBSI3aHHBIX ¢ | ¢ 6e30MmacHOCThIO NENCTBUAM B
0€301acHOCThIO KU3ZHEJEATENIbHOCTH | YpE3BBIYAMHBIX
KU3ZHEJEATENIIBHOCTH | JIOJIEH, COXPAHEHUEM | CUTYaLUsAX
mojen JUIsL | IPUPOJHOU Cpensl,
COXpaHEHUS obecrieueHreM
MPUPOJHOM  Ccpefbl, | yCTOMYHUBOIO
obecrieueHus pa3BUTHS 00IIECTBA.
YCTOWYHBOTO YMers HaXOIUTh

pa3BUTHs 00IIIECTBA.

IIYTH PEIIEHHUs
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HanmenoBanue HanmeHnoBanue Pesynbratel 00yuenust | Tunossie
KOMIIETEHIINH MHIUKATOPOB (yMeHus u 3HaHUSA), KOHTPOJIbHBIE
JIOCTHOKCHUS COOTHECEHHbIC U 3a1aHUS
KOMIIETEHIINH UHAUKATOpaMHU
JOCTHXKCHUS
KOMIETEHIINH
CUTYaluH, CBSI3aHHBIX
¢ 06€30MacHOCThIO
KU3ZHEJCATEIIbHOCTH
JIIONEN I
COXpaHEHUs
IPUPOJIHOM cpebl,
obecrnievyeHus
YCTOMUYHBOTO
pa3BHUTHS 00IIECTBA.
WNunukarop 4. 3HATH OCHOBHEIE CocTaBUTh MPOEKT
JeiictByet B | CIIOCOOBI BEDKUBAHUS | METOAMYECKHUX
AKCTpEMaJIbHBIX U | B 9KCTPEMAJIbHBIX U PEKOMEHIallui 110
Ype3BbIYAHBIX Ype3BhIYAITHBIX NPUMEHEHUIO Ha
CUTYaIUsX, TPUMEHSS | CUTYaIUsX. MPaKTUKE OCHOBHBIX
Ha MIpaKTUKE | YMeTh IPUMEHATh HA | CIOCOOOB
OCHOBHBIC  CITOCOOBI | IPAKTUKE OCHOBHBIC BBDKUBAHUS.
BBDKHUBAHMUS crocoObl BEDKMBAHUA.
[IKH-12 Nunukarop 1. | 3saTh CcIOCOOEI CocTaBuUTh
CnocoGHocTh mpuMensith | [IpoBoaut aHallu3 | aHaJn3a pbIHKa AHATUTUYECKUN
BBIYUCIIUTEIILHOE pBIHKA BBIYUCITUTEIILHOTO 0030p
000py/nOBaHUE, CHCTEMbI | BBIUUCIUTEIHLHOTO o0opynoBaHus, UHGPACTPYKTYPHBIX
XpaHEHUS TaHHBIX U obopyoBaHus, CUCTEM XPaHCHHS pelieHui 1eHTPOB
UH(PaCTPYKTypHBIE cUcTeM XpaHEHUs | JaHHBIX U 00paboTKH JaHHBIX.
pelieHus EHTPOB JTAHHBIX U | ”IHPPACTPYKTYPHBIX
00pabOTKHU TaHHBIX UHQPACTPYKTYPHBIX pELICHUI [IEHTPOB
peteHnit LEHTPOB | 00pabOTKHU JaHHBIX.

00paboTKU JaHHBIX.

Ymers IIPOBOJUTH
aHaIu3 pBIHKa
BBIUNCIIUTEIBHOTO
obopyoBaHus,
CUCTEM XpaHEHUs
JTAHHBIX "
UHPACTPYKTYPHBIX
penieHuin LIEHTPOB

00pabOTKH JaHHBIX.

Wupukarop 2.

3HATHL OCHOBHBIE

N3n0%kuTh BapuaHThI

KoucynpTupyeT 1o | BapuaHThI CErMEHTaIu’
HUCITIOJIB30BAHUTIO HNCITOJIB30BAHUA BBIYHUCIIUTCIIBHOTO
BBIUHCIUTEIHLHOTO BBIYHUCITUTEILHOTO o0opymoBaHus
obopyoBaHus, obopymoBaHUs, IIEHTPOB 00pabOTKH
CUCTEM XPaHEHUs | CUCTEM XPaHCHHUS JTAHHBIX COTJIACHO
JAHHBIX U | JaHHBIX 1 Tpe6OBaHI/I$[M K
WHOPACTPYKTYPHBIX HHQPACTPYKTYPHBIX 3aIuTe
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HanmenoBanue HanmeHnoBanue Pesynbratel 00yuenust | Tunossie
KOMIIETCHIINH WHIUKAaTOPOB (yMeHus U 3HaHUS), KOHTPOJIbHBIE
JOCTHKECHUS COOTHECEHHBIE U 3a1aHUsA
KOMIIETCHIIUH UHAUKaTOpaMHu
JOCTHKECHUS
KOMIETEHIINH

pelieHui LEHTPOB | PELIEHUI [IEHTPOB uHbopMauu
00paboOTKH JaHHBIX. 00paboTKH JaHHBIX. (UHAHCOBBIX
Ymernb OpraHu3arui.
dhopmynupoBaTh
MIPEITIOKEHUS TIO
UCIIOJIb30BaHUIO
BBIYHCITUTEIILHOTO
o0opynoBaHue,
CUCTEM XPaHCHUS
JTaHHBIX U
UHPPACTPYKTYPHBIX
pelieHui IIEHTPOB
00pabOTKH JaHHBIX.

IIpuMepbI NPAKTHKO-OPUEHTHPOBAHHBIX (CHTYALMOHHBIX) 32/1aHUI

3agaua 1. CocraBbTe MOJE€Nb YIpO3 HapylleHUs HWH(POPMALMOHHOM
0€30MacHOCTH /IJIs1 aBTOMATU3UPOBAHHOM OAHKOBCKON CUCTEMbl KOMMEPUYECKOTO OaHKa.

3apaua 2. CocrtaBbTe NpoeKT mnepeuHs coobituid b 11t ncnonb3oBanus mpu
MOHHUTOPHHTE U BBISIBJICHUU MHIUACHTOB Ub.

3apaua 3. Ilepedopmymupyiite TpeboBanus cranmapra PCl DSS B TepmMuHax
craggapra [[OCT P 57580.1.

3agaua 4. B xoze mpoBeAeHHOTO CiIy00¥ MHPOPMAIMOHHON O€30macHOCTH
OaHka ObUTH BBISIBJICHBI YUETHBIC 3aMMCH paHee YBOJICHHBIX COTPYAHUKOB. [IpemioxuTe
CIOCOOBI HEJOMYIEHUS TaKUX COOBITUH TPH CIEAYIOIIMX MPOBEPKaxX CO CTOPOHBI
ciyx0n1 UB.

3agaya 5. B KOpnopatMBHOM CE€TH KPEAWTHOW OPraHU3ALMU BBIABJIEHO
aBTOMaTU3UpPOBaHHOE paboyee MEeCTO, Ha KOTOPOM HE YCTAHOBJIEH AaHTUBHUPYC.
OnummTe BO3MOXHBIE PHUCKH HWH(MOPMAIMOHHOW O€30MaCHOCTH, KOTOPbIE MOTYT
BO3HUKHYTb.

3amauya 6. CocraBbTe pa3BEepHYTHIN IJIaH YACTHOW MOJIUTUKH MEHEIKMEHTA

nHIMaeHToB Ub.

IIpuMepHBIH NepeYeHb TEOPEeTHYECKUX BONPOCOB /ISl MOATOTOBKH K 3a4eTy

1. Kakue neicTBUS U MPOIECCHl COCTABISAIOT cTaauto nposepku CMIUB?
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2. B dyem cocrour obecneyeHue HWHOOPMAIIMOHHONW  O€30MaCHOCTU
aBTOMATU3UPOBAHHBIX CHUCTEM Ha CTaJNH pa3pabOTKA TEXHUYCCKUX 3aJaHU?

3. Urto takoe nHpopMalmoHHast 0€30MaCHOCTh, HH(POPMAIIMOHHAsI 6€30MaCHOCTb
0o0BbeKTa uH(popMaTHU3aIuu, 0€30I1acCHOCTh nH(popmaruu, 0€3011acHOCTh
uHGOPMAIIMOHHON TEXHOJIOTUH, KHOEPYyCTOWIMBOCTD (B (hMHAHCOBOH cdepe)?

4, B uyem cocrour oOecreueHrne HWHQPOPMAIIMOHHOW  OE€30MaCHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM Ha CTaJAUH MPOEKTUPOBAHUS?

5. Uro Takoe cucrema MEHEIKMEHTa OpraHM3allMi M CHCTEMa MEHEIKMEHTa
nH(OPMAITMOHHON 0€30MaCHOCTH OpraHU3aIun?

6. B weM 3axrogaeTcs poIeCCHBIN MOaX0/1 K ynpasnerunio Vb?

7. Ha xakve KaTeropuu moapa3IeisiFoTCs IEPCOHANbHBIC JaHHbBIE?

8. Uro Takoe 6aHKOBCKasl TaifHa?

9. Kakme BompocChl 3ammThl HWHPOPMAMA B HETOCYAapCTBEHHOW cdepe
perymupyetr @CTIK?

10. Yto Ttakoe uneHTuduKams u ayrenruduxanms?

11. Kakue neicTBUs U IPOLIECCHI COCTABIISIOT cTaauio TianupoBanust CMUB?

12. Yro Ttakoe yrposa (6e3zomacHocTH WHGMOpPMAIMH), YSI3BUMOCTH (0OBEKTa
3amuThl), puck UB?

13. Yo Takoe nukaundeckas moaenb PDCA npumenuTtensHo K ynpasienuto UB?

14. Yro BkirOYaeT BHIOOP M MpuUMeHeHHe (GUHAHCOBOW opranuzaiueit mep 3U
cormacao ['OCT P 57580.1-20177

15. B kakux caydasx, cormacHo ['OCT P 57580.1-2017, B03MOXKHO
UCIIOJIb30BaHue KoMIeHcupyomux Mep 31? Kakue ycinoBust mpu 3TOM J10HKHBI OBITh
BBITIOJIHEHBI?

16. Yto Takoe KOHTYp O€30MaCHOCTH U YPOBEHbD 3aIUTHI HH()OPMAILIMH, COTJIACHO
['OCT P 57580.1-2017? Kem m Ha OCHOBaHUM YEro yCTAHABIMBAETCSA YpOBeHb 3M

(GbrHaHCOBOM OpraHU3aIluy JjIsi KOHKPETHOTO KOHTYpa 6e30macHoCTH?
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17. YkaxuTe cTaguu >KU3HEHHOTO IIMKJIa aBTOMAaTHU3UPOBAHHBIX CUCTEM. YeMm
OOyCNOBJIEHBI ~ OCOOCHHOCTH  oOecrieueHus: MH(OPMAMOHHOW  0e30macHOCTH
aBTOMATHU3HPOBAHHBIX CHCTEM Ha PA3UYHBIX CTAAMSIX KU3HEHHOTO ITUKJIIA?

18. Ha3oBuTe OCHOBHBIE HOPMAaTHMBHO-TIPABOBBIE JOKYMEHTbI B 00JACTH
yrpaBieHus] THHOPMAITMOHHON 0€30TaCHOCTHIO.

19. Kakume Bompochl 3amuThl HH(POpMAIMM B HETOCYAapCTBEHHOU cdepe
perynupyetr @CB?

20. Kakue Buapl wuHPOpMAIMK TMOANEKAT 3aIIUTE B COOTBETCTBHH C
HOPMAaTUBHBIMU aKTaMHU TOCPETYIATOPOB?

21. Ykaxute TUIBI (aKTOPOB ayTEHTU(UKAIINH.

22. OnummTe OCHOBHBIE YTPO3bl ayTCHTH(PHUKAITIH.

23. YKaxuTe TUTFOChl U MUHYCHI ITaPOJIbHON ayTeHTU(UKALINH.

8. IlepeyeHb OCHOBHOW W JIONOJHHUTEJIbHOW Y4YeOHOW JIMTepPaTyphl,

HCOﬁXO}II/IMOﬁ AJIF OCBOCHUSA JUCHHUILIINHBI

HopmaTuBHBIE aKTbI

1. ®enepanbubiii 3akoH oT 02.12.1990 Ne 395-1 «O Gankax W OaHKOBCKOM
JESITEIIbHOCTH.

2.  ®epepanbubiii 3akoH 0T 10 utomns 2002 r. Ne 86-D3 «O LlentpansHom 6aHke
Poccuiickoit @enepanuu (banke Poccun)y.

3.  ®enepanbubiii 3akoH OT 27 wmioHs 2011 r. Ne 161-®3 «O HanmumoHAIBHOM
IIJIATEKHON CUCTEMED.

4. Oepepanbubiii 3akoH oT 6 ampens 2011 r. Ne 63-@3 «O06 »1eKTpOHHOMN
TIOJIITCI.

5.  ®enepanbhbiil 3akoH oT 27 utons 2006 r. N 149-d3 «O6 undopmanumy,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE UH(HOPMAITTI

6. ®enepanbubiii 3akoH oT 06 oktsa0ps 1997 1. N 131-®3 «O
rOCy1apCTBEHHOM TalHEY

7. ®enepanbubiii 3aKk0H OT 29 urons 2004 r. N 98-®3 «O koMMmepyecKou
TaHE»


http://base.consultant.ru/cons/cgi/online.cgi?req=doc;base=LAW;n=173879
http://base.consultant.ru/cons/cgi/online.cgi?req=doc;base=LAW;n=173879
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8. IIpukaz D®CTIK Poccum ot 11.02.2013 N 17 «O06 yTBepx)AcHUH
TpeOOBaHUI K 3amure HHPOpPMAIMH, HE COCTABJISIONICH TOCYylIapCTBEHHYIO TaWHY,
COJIeprKalllelicsl B TOCYJaPCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMAaX).

9. Ilpukaz ®CTIK Poccum ot 18.02.2013 r. Ne 21 «OO6 yTBEepKIeHNN COCTaBa
U COJICpP KaHMS OPTaHU3AIMOHHBIX M TEXHUYECKUX MEP 0 00eCTIeYeHUI0 O€30TacHOCTH
NEPCOHANBHBIX JIAHHBIX TMpU UX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAaxX
MEPCOHANIBHBIX TAHHBIX.

10. ITucemo banka Poccum ot 24 mas 2005 r. Ne76-T «OO6 opranuzanuu
YIPABJICHUS ONEPAIIMOHHBIM PUCKOM B KPEUTHBIX OPTaHU3ALMIX.

11. Tlonoxenue banka Poccun ot 8 ampens 2020 r. Ne 716-I1 «O tpeboBanusix
K CHCTEME YIPABJICHHUS OIEPAIMOHHBIM PHCKOM B KPEAWTHOH OpraHW3aIlid U
OAHKOBCKOM Tpymme»

12. Cranmapt banka Poccun «Ob6ecneuenne nHpopMarmoHHOW 0€301acHOCTH
opranu3anuii 0aHKOBCKO#M cuctembl Poccuiickoit ®deneparuu. OO1IMe MOTOKEHUSD
CTO bP UBbC-1.0-2014.

13. TOCT P UCO/MDBK 27001-2021. MuadbopmaninoHHast TEXHOJOTHSA. MeToapl
U cpeacTBa obecneyeHus: 6e3onacHocTH. CUCTEMBbI MEHEIHKMEHTa MH()OPMAMOHHON
6e3onacHocTu. TpeOoBaHus

14. TOCT P 57580.1 — 2017. be3onacHocTb (prUHAHCOBBIX (OAHKOBCKHX)
omepanuid. 3ammTa uWHboOpMaMK (UHAHCOBBIX oOpraHu3anuii. ba3oBbiii cocTaB
OpraHU3alMOHHBIX U TEXHUYECKUX MEp.

15. TOCT P 57580.2 — 2018. BbezonacHocTh (PUHAHCOBBIX (OAHKOBCKHUX)
omepanui. 3ammrta WH(POpMaIMKM (PUHAHCOBBIX OpraHu3anuid. MeToauka OICHKU
COOTBETCTBUS.

16. T'OCT P 57580.3-2022 «be3onacHoCTb (uHAHCOBBIX (0aHKOBCKHX)
onepauui. YupasieHHe pUCKOM peaanu3aluid HHPOPMALMOHHBIX Yyrpo3 U o0ecreyeHne
OTepaloOHHON HaieKHOCTH. OOITHE TTOTOKESHUS

17. TOCT P 57580.4-2022 «be3onacHoCTh (HMHAHCOBBIX (OaHKOBCKHX)
omeparuii.  OOecrieyeHre  ONMepallMOHHOM  HAJEKHOCTH.  ba3oBBIM  cocTaB
OpPraHU3alMOHHBIX U TEXHUYECKUX MEP»

18. T'OCT P UCO TO 13569-2007. dunancoBbie yciyru. Pekomenganuu mo
nH(OPMAITMOHHON OE30MTaCHOCTH.

Pexomenayemasi sureparypa:
a) OCHOBHAS:
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19. TI'pummuna, H. B. OcHoBbI uH(MOpMAIIMOHHON 0€30MaCHOCTH MPEITPUSTHU:
yuebHoe nocobue / H. B. I'pumnnaa. — Mocksa : UHOPA-M, 2024. — 216 c¢. — 9BbC
ZNANIUM. - URL: https://znanitum.com/catalog/product/2131865 (mara oGparmieHus :
09.12.2024). — TekcT : 3MeKTPOHHBIH.

20. 3ammuta uapopmanuu: yuednoe nmocodue / A. I1. XKyk, E. IT. XKyk, O. M.
Jlenemikun [u ap.]. — 3-¢ u3a. — Mocksa : PUOP : UHOPA-M, 2024. — 400 c. —
ObC ZNANIUM. - URL: https://znanium.com/catalog/product/2140566 (nata
obpamenus : 09.12.2024). - TekcT : SIEKTPOHHBIHA.

0) TOMOJTHUTEIbHASA:

21. Munocnasckas, H. I'. Vnpaenenne wuHImMIeHTaMH WH()OPMAITMOHHOM
0€30IMacHOCTH W HEMPEPHIBHOCThIO OM3Heca: yueOHoe mocoodme s By3oB / H. T.
Munocnasckasi, M. 0. Cenaropos, A. W. Toincroit. - 2-¢ uzn. — Mocksa : ['opsuas
muHug-Tenexkom, 2016 - 170 c¢. — DObC ZNANIUM. - URL:
https://znanium.com/catalog/product/560782 (nara ooparmenus : 09.12.2024). — Tekct
. DJICKTPOHHBIN.

22. lunos, A. K. Yopasnenre nHPOpMaIMOHHON 0€30MaCHOCTHIO: yueOHOe
nocobue / A. K. Illunos; FOxublil Gpeaepanbubiii yHuBepcuteT. - PoctoB-Ha-JloHy ;
Taranpor : FOx#Hb1# penepanbubiii yausepeuteT, 2018. - 120 ¢. — DbC ZNANIUM. -
URL.: https://znanium.com/catalog/product/1021744 (nata odpaimenus : 09.12.2024). —
TeKCT : 2IEeKTPOHHBIM.

9. Ilepeuenb pecypcoB HH(OPMANMOHHO-TEJIEKOMMYHHKAIIMOHHOH  ceTH
«MHTEepHET», HEOOXOAUMBIX JJIsI OCBOCHMS AMCUMIIINHBI
1. Caiit LlenTpansHoro 6anka Poccutickoit @eaeparuu: www.cbr.ru.

2. Caiitr ®enepanbHOM CIIyk OBl O TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJIIO:
www.fstec.ru.

3. Caiit denepaqbHOTO areHTCTBA MO TEXHUYECKOMY PETYJIMPOBAHUIO H
METPOJIOTUM: WWW.QOSL.ru.

4. DnextponHas  Oubnmuoreka  dunancoBoro  yuuBepcutreta  (Ob)
http://elib.fa.ru/

5. DnextponHo-Oubmmoreynas cuctema BOOK.RU http://www.book.ru

6. DnexkTpoHHO-OMOMMOTEYHAass cucTeMa «YHHUBEpPCUTETCKas OuOimoTeka

OHJIAMH)» http://biblioclub.ru/


http://www.gost.ru/
http://elib.fa.ru/
http://www.book.ru/
http://biblioclub.ru/
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7. DnexTpoHHO-OMONMOTEeYHas cucTeMa Znanium http://www.znanium.com

8. DnexkTpoHHO-OMOIMOTEYHAS cucrema W3/1aTeIHCTBA «OPAUT»
https://urait.ru/
9. DnexTpoHHO-OMOIMOTEeYHAS cucTemMa U3/1aTeIbCTBA [MpocnekT

http://ebs.prospekt.org/books

10. DnekTpOoHHO-0MOIMOTeUHAs cucreMa W31aTeIbCTBA Jlasb
https://e.lanbook.com/

11. llenoBas onnaitH-OnomoTeka Alpina Digital http://lib.alpinadigital.ru/

12. Onextponnass Oubnmoreka M3marenbckoro jgomMa  «I['peOEHHUKOBY»
https://grebennikon.ru/

13. Hayunas snextponnas 6ubnumoreka eLibrary.ru http://elibrary.ru

14. HanmmonaneHas saeKTpoHHast oudianoreka http://H36.pd/

15. ®unancoBass  cmpaBouHass ~ cucteMa  «DUHAHCOBBIA  JUPEKTOP»
http://www.1fd.ru/

16. CITAPK https://spark-interfax.ru/

17. bubnmuoreka onnaiH Jlekuuii mo busnecy m MapKeTHHTY H3/aTebCTBA
Henry Stewart Talks

18. CNKI. Academic Reference https://ar.oversea.cnki.net/

19. CNKI. China Academic Journals Full-text Database
https://oversea.cnki.net/kns?dbcode=CFLQ

20. DneKTpoHHbBIE MPOTYKTHI U3/1aTeIbCTBA Elsevier
http://www.sciencedirect.com

21. Komnekuust  Hayunbix  xypHamoB  Oxford  University  Press
https://academic.oup.com/journals/

22. DNeKTpOHHBIC KOJUICKIIMM KHUT W JKypHAJIOB W3JIaTeIbCTBA Springer:
http://link.springer.com/

23. baza  pmaHHBIX  HayuyHBIX  OJKypHaJoB  u3narenbctBa  Wiley

https://onlinelibrary.wiley.com/


http://www.znanium.com/
https://urait.ru/
http://ebs.prospekt.org/books
https://e.lanbook.com/
http://lib.alpinadigital.ru/
https://grebennikon.ru/
http://нэб.рф/
http://www.1fd.ru/
https://spark-interfax.ru/
https://ar.oversea.cnki.net/
https://oversea.cnki.net/kns?dbcode=CFLQ
http://www.sciencedirect.com/
https://academic.oup.com/journals/
http://link.springer.com/
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10. MeToanyeckue yKazaHusi 1Jsi 00y4aOIIUXCHA M0 OCBOCHHUIO TN CIUILIMHBI

CamocrosiTenbHas paboTa CTy/IEHTOB Peaiu3yeTcs B COOTBETCTBUU C MPUKA30M
®unancoBoro yHuBepcutera oT 11.05.2021 Ne 1040/0 «OO0 yTBepKIeHUU
Meronnueckux peKOMEHAAUWK MO TUIAHUPOBAHUID WM OPTraHU3alid BHEAYJUTOPHOU
CaMOCTOATENLHON  pabOThl  CTYACHTOB 1O  00pa3oBaTelbHBIM  MPOTpaMMaM
OakanaBpriaTa M Maructparypbel B (OUHAHCOBOM YHHBepcutTere». lIpomexyTtouHas
aTTeCTalMs MPOBOJUTCA B COOTBETCTBUM C MpUKa3oM OUHAHCOBOTO YHUBEPCUTETA OT
01.10.2024 No 2187/0 «OO0 ytBepxnenun IlomoxkeHuss O MPOBEACHUHM TEKYIIETO
KOHTPOJISI yCIIEBAEMOCTH U MMPOMEXKYTOUHON aTTECTAI[MHU CTYJAECHTOB, 00YYaIOIIUXCS IO
oOpa3oBaTelbHBIM  MpOTpaMMaM  BbICHIEro  oOpa3zoBaHuss B  DUHAHCOBOM
yHuBepcuteTey. Kadenpoit MoryT pa3pabaThiBaThCsi JOMOJHUTEIBHBIC METOIUYECKHE
pEeKOMEHAAIMU JUIsl  OTIEIbHBIX (OpPM MPOBEACHUS ayAUTOPHBIX 3aHATHH U
CaMOCTOATENbHON pabOThI CTYIEHTOB.

11. Ilepeyenb UHGPOPMANMOHHBIX  TEXHOJOIWH, MCHOJb3YeMbIX IPH
OCYHIIECTBJICHMH O00pa30BaTeJIbLHOr0 Mpomecca M0 JIWCHUILVIMHE, BKJIIOYas
nepevYeHb HEOOXOAUMOI0 IPOrpPaMMHOr0 odecredyeHuss W HHGOPMALMOHHBIX
CIIPABOYHBIX CUCTEM

11.1. KoMIIeKT JJHIEH3MOHHOT0 MPOrPAMMHOI0 00ecrneYyeHust
Windows, Microsoft Office
anTuBupyc Kaspersky

11.2 CoBpeMeHHbIe IPOdecCHOHATbHBIE 0a3bI TaHHBIX U HHPOPMAIIMOHHBbIE
CIPABOYHbIE CHCTEMbI

1. UudopmanmonHo-npaBoBas cucrema «I[ apanm.
2. Uadpopmanmonno-npasoBas cuctema «Koncynbprant ILmrocy.
3. DnekrponHas sunukIoneaus: http://ru.wikipedia.org/wiki/Wiki.

4. Cucrema KOMIUIEKCHOTO packpeituss uHbopmamuu «CKPUH» -
http://www.skrin.ru/.

11.3 CeprudpuuupoBaHHbie NPOrpaMMHbIE M aNNapaTHbie CpeaAcTBa
3a10MThl HHGOPMALMHU

He npexgycmoTrpeHst.


http://ru.wikipedia.org/wiki/Wiki
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12. Onucanme MaTepHAIbHO-TEXHHMYECKOH 0a3bl, HeOOXOAUMON Jisi
OCYIIECTBJIEHHA 00Pa30BaTEJIbLHOI0 MPOIEeCcca MO TUCIHUILINHE

3aHATUA MO OMCUMMIMHE MPOBOOSATCA B ayauTOpUsiX, 0DOpYOOBaHHbIX
MYTETUMEONAHBIMA KOMITIEKCaMM, KOMMBIOTEPaMU C BbIXOOOM B VIHTEPHET.



